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INTRODUCTION
Cyber threats have been constantly increasing, and at a very alarming rate. One reason is due to the hefty expansion in network connected devices [1]. In a 2015 report, Gartner forecasted that about 7 million devices would be connected and in use in 2016 [1]. Further assessments dictated that by the year 2020, that 7 million devices would jump to around 20 billion [1]. CNBC quotes Derek Manky – a global security strategist for Fortinet – on the growth in number IoT (Internet of Things) devices saying "We're facing a massive problem moving forward for growing attack surface," [1]. The number of IoT devices presents an “unprecedented opportunity for hackers” [1]. 
ASSESSMENT
Mobile Devices 
 From reviewing the history of this company as well as the recommendations provided by the contractor, it has been noted that the owner uses his personal iPad to check and send emails from his company sponsored email account. Also noted, was the fact that that there is not a device management policy in place to manage devices that are connected to the VPNs, nor are there guidelines in place to help control access to the network. This is a problem because mobile devices pose some of the greatest threats to network and web security [2].  These unencrypted devices could contain cached passwords to sensitive information. If a device with access to these networks were to be lost or stolen – or worse in the possession of a malicious or disgruntled employee, the could have an easy route into the network and to unprecedented personal information.
USB Flash Drive 
Also, there aren’t any policies or guidelines regarding using USB drives on company computers. These drives can be dangerous for several different reasons. One being that it is the easiest way of getting data from a secure network, the other being that it is also the easiest way to infect a network. Although many companies do allow for employees to use their USB drives at work for multiple different purposes, this is one very easily exploited vulnerability.
Inadequate firewalls and rule bases 
The purpose of having a firewall in place is to observe “incoming and outgoing packet requests” and to impede requests that could potentially be from a deceitful source [3]. It is also known as the most common like of first defense [3]. If the firewalls have inadequate rule-bases in place, the firm could be the unknowingly allowing unauthorized access to the domain [2]. These misconfigurations in the network could provide both indirect or direct access from other network segments [2].
Missing Patches 
 Now to discuss missing patches on the servers. This could potentially allow a persistent intruder or a rouge internal intender access by way of an unauthenticated command prompt or by some other un repaired backdoor path.
Peer-to-peer Networking 
P2P networking systems rely inherently on peer networks for connectivity. It has been widely popular over the years. Mainly for being able to strongly support things like file sharing without central servers, multimedia streaming, load balancing, and allocated backups [4]. The IT support technician documented the use of a P2P network over the use of a Windows Server domain.
The many susceptibilities of this system become more intricate, mostly due to things like “load distribution, search facilitation, and easy of reconfigurability” [4]. P2P networks need to be developed and magnified to include what is known as a theoretically unknown and unmanaged environment; like the internet for instance [4]. The internet while largely beneficial – is perfectly untrustworthy. Especially when factoring in things like file sharing over P2Ps. It opens the network up to a multitude of different attacks, like DoS, Man in the MiddleAttacks and Worms to start [4]. All of these different attach methods have one thing in common – they allow the attacker unprecedented access to data on the network as well as the potential to take control of the network [4]. The defined implications of this open network come from the abuse of trust between peers [5]. With the client-server models, internal data isn’t open to the client, but with P2P however, some of the internal data must be visible to associated peers simply for the benefit workload distribution [5]. This is how an attacker would be able to leverage and compromise the P2P networks [5].
ISP Email Server 
 Email is absolutely the most omnipresent means of communication [6]. It was never designed to be secure, to be protected or to have any such expectation of privacy behind it [6]. However, there is even less security over the contents of email by using the Internet Service Provider [6]. 
An Internet Service Provider is an external entity that is being trusted to secure and protect the firms’ sensitive data. By allowing this, there is the implication of implicit trust between this corporation and the ISP, that all data transmitted and hosted there will be secure and kept confidential.  Overall, this goes against best practice suggestions to trust that a third-party will explicitly protect data without consequences.
End of Life Router & Modem / Hardware
 The NETGEAR MR814 and the Motorola SB3100 are both at the end of their shelf lives. Data Over Cable Service Interface Specification (DOCSIS), is the industry standard for cable modem technology.  The SB3100 – released in December 2001 – supports only DOCSIS 1.1 with speeds only up to 38Mbps. Current modems support DOCSIS 3.0 1 with speeds of up to 300 150Mbps. 
The MR814 – now listed as a “legacy router” by its manufacture – was released in November 2002 [7]. The device also only supports WEP encryption, whereas newer modem  router technologies support WPA and WPA2 encryption [7]. 
Both the router and the modem are well over 15 years old. Using outdated equipment that isn’t supported by its manufactures are a vulnerability within itself because “newly-discovered vulnerabilities and other problems” will no longer be fixed [8].
Unfiltered Internet Access 
 By not filtering the internet traffic coming out of the networks, the firm forfeits control over what comes in and out of the network. Not only is there no control over what websites are accessed via this network (such as pornographic media or social media websites), but there isn’t any control over what information is brought into this networks from these websites [9]. If by chance an employee – or guest – accessed a malicious website, that website could initiate an attack on the network by way of a virus or other type of unmanned attack.
Lack of Backup 
Being that the systems in this company are small and defenseless when compared to other companies in the industry, there is already a defined risk ahead of us; that risk exists because there is no central file storage location. Currently, all files are stored on employee workstations and mobile devices. This means that if the company so happened to fall victim to an attack, there wouldn’t be a way to recover any of the lost or compromised data. 
Weak Wireless Encryption 
The router and modem are intended to employ a small Local Area Network configuration; however, it is made vulnerable because of its weak wireless encryption (WEP). As stated above, the MR814 is at the end of its supported life, however, this router is limited to WEP encryption – which is “the most basic network security” and is the easiest encryption method to crack [10]. All a malicious hacker would need are a few free downloadable tools and maybe a tutorial to using them to obtain the WEP key [10]. Once they’ve gotten the key, they can connect to the Wi-Fi network and possibly gain access to network shares [10]. Leaving the firm extremely susceptible to malicious intenders, hackers and disgruntled employees are looking for an easy hole to slip into [11].
Internally Hosted Web Servers 
 One of the other suggestions was to create an internally hosted website. On the internally hosted web servers there is also room to host the email exchange and the DNS system. However, there are risks to that. If hosted on an internal server – as a part of the currently unmanaged network, and allowing external access to this feature, gives leverage for a preventable attack [12]. Currently the structure does not include a DeMilitarized Zone (DMZ), a firewall or any port security; providing no separation of the internal LAN from the untrusted internet traffic [13]. This essentially means, that the traffic that is meant to be kept out of the internal network area, would be able to freely pass through our internal systems very easily, and thus gain access to the principal OS and potentially have total control of the internal network [12].
Unmanaged Networks 
Currently this company does not have managed firewalls and switches. Its agreed among all – including the cabling contractor and the IT support technician an investment in a managed system. The perils of operating without one are equivalent to driving a car with no gas gauge – one never knows what is happening until it happens. An unmanaged network allows for an Ethernet device to talk other connected devices in an unsupervised way, by using “auto-negotiation to determine parameters” [14].
Unrestricted Guest Access 
If all the other listed issues are resolved, yet but this one remains, the efforts would prove fruitless and a waste. Unrestricted guest access to the same network used internally, would allow anyone within a few feet of the wireless network to gain access to the very things this firm is trying to protect. There isn’t a specified “guest network” being used within the system. A guest could literally walk in, sign into the network and infect it, control it or compromise it in any way they see fit – no hacking necessary. This could cause the networks to slow down, someone could use the networks to perform illegal activities – in the name of the corporation, or they could simply use that access to get client information if they so choose to do so. This is the biggest vulnerability that exists and the most important one to be considered.
All of these susceptible points in the current network structure pose serious threats to the security and reliability of the firms’ network; and to its data. They also leave a level of uncertainty with customers about the ability to control and protect their information. All of the above can be easily resolved so that this firm can heighten the security and raise the expectation of client confidentially within this organization.

RECOMMENDATIONS 
Mobile Devices
The firm needs to implement clear mobile device management policies to manage devices that can connect to the VPN. VMware offers a mobile device management service called AirWatch [15]. AirWatch facilitates device-level encryption and imposes device and app level passcodes [15]. It also counteracts data loss by using app sharing permissions, copy/paste restrictions and geo-fencing policies [15]. Lastly it would help watch for malware threats to the system by way of mobile devices and automatically alleviate these issues with features like remote lock, device wipe and/or customizable device quarantine controls [15].
USB Flash Drives
To resolve the risk created by allowing the unrestricted use of USB Flash Drives, the firm needs to institute clear security guidelines concerning these devices. This includes restrictions on who is allowed to utilize them and where they can be appropriately used. There also needs to be some controls instituted by restricting the computers that are able to read USB flash drives; as well as establishing a prevention method against unauthorized access, by encrypting the data once it’s loaded onto the storage device. 
Missing patches 
Although there needs to be great care taken with applying new patches and hot fixes, network security best practices suggest keeping the operating systems updated. Also, updates need to be applied to all other software that is running on the OS with the latest security patches. The primary focus to begin fixing this vulnerability, should be to start with patching the applications that are most likely to be exploited. Noting, that not all critical vulnerabilities are equivalent to one another. Although there are nearly 5,000 to 6,000 new vulnerabilities every year, only about 100 of those would be commonly exploited. 
Hardware (EOL Router & Modem; Weak Wireless Encryption)
As mentioned in the above assessment, the NETGEAR MR814 router is at the end of its supported life. Furthermore it doesn’t support the needed encryption protocols to adequately secure the network. Thus, it needs to be replaced with a few newer routers like the NETGEAR ProSafe WNDAP660 . The ProSafe model offers greater security than the MR814 model. Not only because the MR814 only supports WEP encryption, while the ProSafe offers WPA/WP2 – but because the ProSafe also offers “multiple VPN pass-through support, MAC address filtering with access control lists–up to 256 users, peer-to-peer blocking, and 802.1x RADIUS support with EAP TLS, TTLS, PEAP” among other security features . These are all features not supported by the older MR814. Thus, it needs to be replaced with a few newer routers like the NETGEAR WNDAP660. 
Also at the end of its supported life is the Motorola SB3100 cable modem, thus to resolve that vulnerability it also should to be replaced. As stated above, current modems support DOCSIS 3.1 so the suggested upgrade would be the Arris SB8200 cable modem. It not only supports DOCSIS 3.1 but it also supports transfers of up to 300 Mbps – that’s over 7 times faster than the current modem. It also supports gigabit ethernet connections for up to 2 LAN’s, and IPv4 and IPv6. 
 Another recommendation would be a Next-Generation Firewall (NGFW) to help form the necessary perimeter around the network (a DMZ) to support the web server. The firm will also need numerous switches and routers to be installed, as this will aid in routing the network traffic to the appropriate users and support user authentication. 
This includes investing in a managed switch as the cable technician suggested. This is the solution to resolving the current unmanaged network configuration. Installing a managed switch will effectively allow the network administrator(s) the capability to “configure the switch and to prioritize LAN traffic”, in order to guarantee that the most important information – as it defined by the configuration – gets across [18].
Finally, the firm needs to implement a Network Attached Storage (NAS) device to centralize file storage across the network. This will aid in collaboration as well as serve as a central location to store backups. The Synology Disk Station (DS1815) has a hard disk size of 48 TB, has 8 bays and connects via Ethernet. This device would be an ideal solution for this firm.
Inadequate Firewalls, Rulebases & Internally Hosted Web 
The firewall and its rule base are a technical application of the existing security policies [19]. The first step would be to install the firewall hardware. For this firmsfirms’ business needs, the recommendation would be a Next-Generation Firewall (NGFW), specifically the ASA550880 Firewall with FirePOWER services. This device with its  FirePOWER Next-Generation Intrusion Prevention System (NGIPS) software helps monitor the network. Doing so using features like Advanced Malware Protection (AMP), URL filtering, and Application Visibility and Control (AVC) – which “supports more than 4,000 application-layer and risk-based controls that can launch tailored intrusion prevention system (IPS) threat detection policies” to elevate the effectiveness of the networks security. This threat prevention system uses “full contextual awareness of users, infrastructure, applications, and content” to detect threats and “automate defense responses”. It also has the capability to can manage the VPN network with using Cisco Any Connect for up to 100 users, provide Advanced Malware Protection (AMP) for 50 endpoints and support over 250 users.. 
Also, the firewall should be configured adequately to protect the internal network as well as to create a DeMilitarized Zone (DMZ). There will need to be three zones, the border network, the perimeter network and the internal network. The border network – which faces the Internet directly by way of a router – should serve as the first layer of protection, “in the form of basic network traffic filtering”. The router then passes data in to the “perimeter network via a perimeter firewall”.The perimeter network is the actual DMZ. Its job is to connect the incoming users to the Web servers. The Web servers subsequently connect the “internal networks via an internal firewall”. 
Once established, the DMZ will contain the web server for the firm, thus enabling customers to access the company’s website, while protecting the accounting firm’s internal network.  The firewalls must be placed on either side of the web server as depicted in Figure 1 below.  The perimeter firewall focuses on granting access, although restricted, to Internet users to the web server, while the internal firewall focuses on preventing external users accessing the internal network.
 The perimeter firewall would have to be configured to allow traffic from ports 80 and 443 to allow internet users access to the organization's website, while protecting the company’s internal network from malicious traffic.  .  
[bookmark: _GoBack]Finally, the internal network links the internal servers with the internal user. The internal firewall will be configured to block and open logical ports to the internal company network, which will be a protective feature defending the internal network from unauthorized users. Lastly, the VPN needs to be configured to use stateful packet inspection to determine which packets are permitted through the firewalls.
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Figure 1 -  Network Architecture

Next, the firewall should be configured appropriately to secure the internal network as well as to create a DeMilitarized Zone (DMZ). Inside the DMZ is where the firms web server – to host the firms’ website – should be stored, to protect the internal network from untrusted traffic to the website. There needs to be a perimeter firewall set up to allow ports 80 and 443 open to allow internet traffic into the DMZ; while the internal firewall that blocks that untrusted internet traffic. Lastly, the VPN needs to be configured to use stateful packet inspection to determine which packets are permitted through the firewalls. 
Peer-to-Peer Networking
To repair the aforementioned liabilities with using a P2P network, the firm should implement a server-client configuration to coincide with a star network topology. The Cat6 cabling that the cabling contractor previously installed should be used as the backbone for the LAN.  Virtual LANS should also be structured within the star topology in order to aid with the division of the various network user groups.  After configuring the cabling, the LAN & the VLAN, this final construction of the server-client model should aid in the alleviation of the vulnerabilities that are currently being caused by the usage of the P2P configuration. 
ISP Email Server 
	Hosting the ISP on an untrusted third-party’s server is highly discouraged by best practice standards. Furthermore as an accounting firm, the security of emails is extremely imperative to keep all communications confidential as well as to prevent threats from extending into the internal network.  For these reasons, the company should host their own email on an internal server using Microsoft Exchange. Exchange uses Microsoft Update to obtain the latest anti-spam and email security updates [22].
Unfiltered Internet Access
Using Cisco Umbrella software – formerly known as OpenDNS Umbrella – the network administrator would now have the ability to filter internet access [23]. In addition to the ability to control what websites are accessed, they can create a custom block page for URL’s that are placed on the blacklist [23].  Also included in Cisco Umbrella, is the new integration with Microsoft Active Directory, that now allows admins “granular control” over the creation of policy “on a per-user, per-device, and per-group basis” [23] .
Unrestricted Guest Access
	As stated above, the current network structure gives unrestricted access to guest that are utilizing the wireless services afforded to them. However, configuring a guest wireless hotspot 
that “builds on the company’s existing WLAN infrastructure” would diminish the need for additional equipment purchases [24]. This would prevent unnecessary access to internal systems, while still affording guest access to a wireless internet connection. 



APPLICATION/END-USER SECURITY RECOMMENDATIONS
Network Administrator Continued Training
With all of the suggested modifications to the current company network structure, the firm needs an adequately trained network administrator. The administrator needs to be educated on how to properly configure network settings and manage them, to keep the network secure. Because of this need for adequate training and education, the network administrator should hold CompTIA Network + as well as CompTIA Security + or an ISC2 SSCP certifications. Without these certifications, the administrator would not know how to set up nor manage an appropriate network design for a small network like this one.  
General Employee Education
A company’s best line of defense is always effectively trained employees. This is a perilous component of the firms’ network security [25]. Having them understand the significance of keeping the client’s data, and furthermore, their own data confidential and unblemished further helps reinforce the security of the network [25]. Along with the security of data, the employees need educating on how to identify other potential risks like social engineering tactics that may come in the form of emails, as well as how to “make good judgments online” [25]. Finally, the firm’s leadership needs to distribute and require acknowledgment of newly implemented security policies and guidelines employees are expected to follow [25]. This ensures that everyone is aware of the new processes and expectations for continuing operations
Web Browser Security
All web browsers that are installed should be appropriately configured to prevent Adobe Flash from ever running. The same configuration should be applied to Active X and Java.  Along with these settings, the network administrator needs to configure the web browser security settings to that it blocks all third-party cookies and popups [26]. 
Install and use antivirus software
Each PC connected to the corporation’s network needs to be setup with an anti-virus software. The software installed also needs to be configured to scan the device regularly to decrease potential for infection of those hosts [26]. 
USB Flash Drives
To resolve the risk created by allowing the unrestricted use of USB Flash Drives, the firm needs to institute clear security guidelines concerning these devices. This includes restrictions on who is allowed to utilize them and where they can be appropriately used. There also needs to be some controls instituted by restricting the computers that are able to read USB flash drives; as well as establishing a prevention method against unauthorized access, by encrypting the data once it’s loaded onto the storage device. 
Missing patches 
Although there needs to be great care taken with applying new patches and hot fixes, network security best practices suggest keeping the operating systems updated . Also, updates need to be applied to all other software that is running on the OS with the latest security patches . The primary focus to begin fixing this vulnerability, should be to start with patching the applications that are most likely to be exploited . Noting, that not all critical vulnerabilities are equivalent to one another . Although there are nearly 5,000 to 6,000 new vulnerabilities every year, only about 100 of those would be commonly exploited .

















CONCLUSION
All of the listed recommendations, if applied, should alleviate the firm of the vulnerabilities posed by the current network structure. This firm is a prime target for obtaining confidential information. It has a duty to protect private client information, investor profiles as well as the security of its employees’ information, which some people would find valuable for a number of different reasons. Realizing that having client information accessed and released by an unauthorized party – due to the failure of this firm’s compliance with security best practice standards and inadequate handling of restricted data – would likely provoke financial losses resulting from the lawsuits it’d incur. It would also lead to a loss of confidence in the company’s ability to secure data by not only clients, but by investors as well as employees. 
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